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RIGHT TO PRIVACY IN THE DIGITAL ERA 

BY MONIKA MANGTANI1 

Abstract 

Personal data has become the main driver of online activity in the global information 

economy. Significant advancements in processing and communication have led to vast 

amounts of data being transmitted, stored, and collected daily. There is the risk that 

private information shared by individuals with companies, government agencies, or 

online platforms will be misused. 

As technology evolves and data is continuously collected and processed, the right to 

privacy becomes increasingly vital. The shift to digital has also given rise to various 

criminal behaviors, such as data fraud, phishing, and cyber harassment. When users 

share their private information with businesses, state authorities, or digital platforms, 

there is a risk of misuse. 

This paper aims to investigate the issues regarding data analysis and the right to privacy 

in the digital era. 

 

INTRODUCTION: 

In today's information age, a wealth of data is just a few clicks away. While this explosion of 

information offers many benefits, it also presents drawbacks. Over the past decade, the volume 

of data generated by various electronic devices and apps has surged, surrounding us in nearly 

every aspect of our lives.2  

There are two types of information: the first is voluntarily disclosed, while the second is 

generated through everyday activities, such as using transportation or ordering food. In today's 

era of constant internet access, this data has gained significant value. Large corporations 

analyse this information to shape their business strategies. Protecting privacy is essential, as 

 
1 Author is a law student at KC Law College, Mumbai 
2 “https://articles.manupatra.com/article-details/Right-to-Privacy-in-Digital-Age 
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individuals may not want to share this data. Both non-state actors and the state face challenges 

regarding the right to privacy.3 

OBJECTIVES OF THIS STUDY: 

• To examine the significance of protecting data and privacy rights online. 

• To analyze the “challenges in the development and implementation of data protection laws in 

India. 

• To study data protection contributions from international organizations. 

• Comparative study of data protection laws.  

 

A. Significance of Data” Privacy 

Data protection is a crucial area of law and policy, intertwining consumer protection and 

human rights. It is acknowledged in numerous national and international agreements as a 

fundamental right. Additionally, many stakeholders view data privacy regulations as enabling 

laws that foster international trade, development, and innovation in technology.4 

1. Case Law: Justice K.S. Puttaswamy v. Union of India 

The right to privacy was violated by Aadhaar, according to a case filed in 2012 by retired 

Justice K.S. Puttaswamy at the Supreme Court (SC), challenging the system's legitimacy. 

Throughout the proceedings, the Central government argued against the designation “of 

privacy as a fundamental right. Due to two early rulings—MP Sharma v. Satish Chandra in 

1954 and Kharak Singh v. State of Uttar Pradesh in 1962—which determined that privacy was 

not a fundamental right, the” government disagreed with the concept.5 

The concept of privacy as a right has changed over the past four decades and has been 

supported by judicial rulings. The Attorney-General (AG) for the Union of India questioned 

the basis of this right during the Aadhaar challenge, claiming that interpreting it as inherent to 

Article 19 (freedom of expression) or Article 21 (right to life and personal liberty) would 

 
3 https://www.legalserviceindia.com/legal/article-5404-right-to-privacy-in-digital-era-a-study-with-indian-
context.html” 
4 “https://unctad.org/system/files/official-document/dtlstict2016d1_en.pdf 
5 https://www.eff.org/deeplinks/2017/08/indias-supreme-court-upholds-right-privacy-fundamental-right-and-
its-about-time 
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require rewriting the Constitution because a right to privacy was never intended by the 

framers. 

In a landmark ruling on August 24, 2017, the Bench unanimously recognized that all 

individuals have a fundamental “right to privacy, which is protected by both Article 21 and 

Part III of the Constitution. The rulings made in the M.P. Sharma and Kharak Singh” cases 

were reversed. Since the 2017 ruling, other significant rulings, including the Navtej Johar and 

Joseph Shine judgments, have referenced the fundamental right to privacy as precedent.6 

B. Implementation of Data Protection Laws in India: 

In today's digital age, both private and public data are increasingly stored on our devices, 

heightening privacy risks. As India's economy grows, the value of personal information has 

become clear. The Puttaswamy ruling, which affirmed the right to privacy as a fundamental 

right, underscores the urgent need for robust data privacy regulations in India.7 

a. Overview of the IT Act, 2000 

The Information Technology Act (ITA), enacted in 2000 and amended in 2008, includes 

provisions for data protection. Section 43A holds corporate entities accountable for damages 

if they fail to provide reasonable security for sensitive personal data, leading to unintentional 

loss or damage. “The Information Technology (Reasonable Security Practices and Procedures 

and Sensitive Personal Data or Information) Rules, 2011 provide protection for sensitive 

personal data, that includes” financial information, sexual orientation, and medical records. 

Moreover, violating contract terms and disclosing information without agreement carry severe 

consequences under Section 72A, which include fines of up to Rs. 5,00,000 or imprisonment 

for up to three years. 

b.    Overview of the Digital Personal Data Protection Act, 2023 

The requirements for processing personal data and privacy have been addressed by the 

recently enacted DPDP Act in India. This legislation came about 6 years after the SC affirmed 

the right to privacy under Article 21. Influenced by global frameworks like the EU's GDPR, 

 
6 https://www.scobserver.in/cases/puttaswamy-v-union-of-india-fundamental-right-to-privacy-case-
background/” 
7 https://blog.ipleaders.in/data-protection-laws-in-india-
2/#:~:text=Earlier%2C%20we%20had%20provisions%20specifically,processing%20of%20sensitive%20perso
nal%20data 
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the DPDP Act is considered groundbreaking for its broad applicability and commitment to 

safeguarding privacy rights, which are vital for individual protection and security. The DPDP 

Act has several intriguing and novel features that make it even more necessary in the modern 

world: 

• The DPDP Act adheres to the SARAL philosophy, meaning it has minimal cross-referencing 

of provisions, no provisos, and straightforward, plain language with illustrations for improved 

understanding. 

• The DPDP Act signifies a change in focus towards giving individuals the power and ability 

to manage, oversee, and safeguard their personal information. 

• The DPDP Act gives the Data Principal's judgment great authority because it emphasizes 

permission as a crucial foundation for the authorized processing of personal data. 

• Additionally, it enables the data principal to update any inaccurate or missing information at 

any time without repercussions or to withdraw consent at any time. 

C. Contributions from International Organisations: 

Following an enormous rise in the total number of countries passing data protection legislation 

in recent years, there are currently 108 countries with either complete or partial data protection 

laws.15 This indicates that over 30% of countries do not have any laws. These countries' 

insufficient personal data protection reduces confidence in a range of economic activities. 

Since they have been protected as fundamental rights, “the privacy and personal data of EU 

citizens as well as residents are regarded as the highest normative value. The General Data 

Protection Regulation (GDPR) was adopted by EU legislators” in 2016 following four years 

of intensive parliamentary struggle. It went into effect in May 2018. To protect the highest 

standards of personal data protection, the GDPR nevertheless imposes limitations on the 

sharing of personal data with third parties. Remarkably, cross-border commercial transactions 

using personal data from the EU are instantly governed by the Regulation even in cases in 

which the organization is based outside the EU. Such an external influence has a significant 

impact on non-EU suppliers of goods and services. 

• Numerous international trade agreements include provisions pertaining to data protection.  

• A number of high-profile court cases involving national surveillance issues have taken data 

privacy regulations into consideration. 
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• Many nations are revising their current data protection regulations or creating new ones.  

• A long-standing cross-border data protection agreement, the EU-US Privacy Shield (formerly 

the EU-US Safe Harbor Framework) was renegotiated between the US and the EU.  

• A number of international and regional organizations have released multiparty agreements 

and/or data protection guidelines, or are in the process of doing so.8 

The growing significance of data protection can be attributed mostly to the growth of the 

digital and information economy. Its tie to international trade is stronger as more company 

models and practices shift to digital platforms and as data is shared and transferred more 

frequently on a global basis. Restrictions and rules on data have a direct impact on global trade 

because data are collected, digitized, stored, and transported by a multiplicity of parties on a 

really global basis.9 

D. Comparative study: 

Data Protection in UK: 

To facilitate the free movement of personal data throughout the European Union, the Data 

Protective Directive is intended to integrate the various national data protection laws. It 

establishes a minimum standard for data subject protection while allowing each nation to vary 

the rights of data subjects as well as the obligations imposed on data controllers.10 

China’s ‘Great Digital Wall’ 

With its "Great Digital Wall," China has strengthened data security through a number of 

techniques. This system closely examines digital platforms and technology in an effort to 

protect user data and national interests. 

China has put in place a number of rules and regulations to protect the privacy and data of its 

residents. The National Privacy Law is a comprehensive piece of law that was introduced in 

2020 with the aim of protecting individual privacy rights and regulating data processing 

 
8 “https://academic.oup.com/idpl/article/10/3/201/5813832 
9 https://unctad.org/system/files/official-document/dtlstict2016d1_en.pdf” 
10 Computer Contracts and Information Technology Law by S V Joga Rao; 2nd “Edition 2005 
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operations. It ensures that people have control over their information by placing duties on 

platforms and organizations to manage personal data in a transparent and legal manner.11 

The USA: Strict policies and high-profile incidents 

As seen by high-profile instances involving digital firms, the USA has emerged as a major 

participant in the data and privacy space. Examples like Mark Zuckerberg's testimony before 

Congress and the Senate demonstrate how seriously the USA takes data privacy issues. The 

nation has implemented strict measures to combat both domestic and foreign cybercrime, 

using cutting-edge techniques to track down and capture offenders. Such pre-emptive actions 

show how committed the USA is to protecting privacy and data. 12 

Case Law: Karmanya Sareen v. Union of India 

An application was submitted in February 2021 challenging this new privacy policy on the 

basis that Indian privacy protection regulations are far lower than those in European nations, 

so amounting to sheer discrimination against its Indian consumers. The parties have been 

informed by the Supreme Court and requested to submit their replies. 

Research Methodology: 

The sample was randomly selected from various age groups, genders, and professions. There 

were around 8 to 9 questions aimed at understanding the awareness of right to privacy and 

data protection laws in India among the individuals, survey explored viewpoints of individuals 

on in what ways does sharing of data through online media affects the individuals and 

measures to be taken to address the impact on individuals. 

Key Findings: 

1. Frequently used online services: 

A significant number of respondents reported mixed opinions where the majority of them are 

engaged in social media services like Facebook, Instagram, etc whereas some are frequently 

involved in online shopping services like Amazon, and Myntra. 

 
11 https://timesofindia.indiatimes.com/blogs/polymathwriter/is-india-lacking-in-securing-its-citizens-privacy-in-
this-digital-era/ 
12 https://timesofindia.indiatimes.com/blogs/polymathwriter/is-india-lacking-in-securing-its-citizens-privacy-in-
this-digital-era/” 
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2. Individuals concerned about online privacy : 

The survey highlighted that half of them are moderately concerned about their privacy. 

3. Measures taken to protect online privacy : 

• A significant number of respondents use strong and unique passwords. 

• Whereas an equal number of individuals prefer enabling two-factor authentication and avoid 

sharing personal information online. 

4. How often privacy policies are read before using online service: 

The survey evaluated that people don’t usually read the privacy policies 

5. Understanding of data privacy and protection laws among individuals  : 

A noteworthy finding was majority of people have a fair understanding of laws. 

6. Understanding that “the right to privacy includes the fundamental right to data protection: 

A significant” amount of people are aware of their fundamental right to protect their data 

online. 

7. Trust on major technology companies (e.g., Google, Facebook) to protect the privacy.  

The survey yielded mixed opinions as shown in the chart below. 

 

Discussion: 

From the above results, we can infer that the majority of the people: 

1. Are engaged in social media and share their data online frequently. 
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2. Several measures are taken by individuals for their protection of data online. 

3. Are aware of their fundamental right to protect their data through “the right to privacy under 

Article 21 of the Indian Constitution. 

4. Do” not actually trust major technology companies for their protection of data. 

 

CONCLUSION: 
In India, the right to privacy is increasingly challenged by rapid digitalization and extensive 

data collection. This study shows that although India has made progress in protecting personal 

privacy, there continue to be major gaps, despite frameworks like the ITA and the proposed 

Personal Data Protection Bill. 

Our findings indicate that many Indians lack control and awareness over their digital data, 

emphasizing the need for more robust privacy regulations and public education. The evolving 

nature of technology, including the rise of AI and big data, further complicates the privacy 

landscape. 

Future strengthening of privacy protections requires a coordinated effort between 

policymakers, technology companies, and citizens to make sure that privacy rights are upheld 

in an increasingly connected world. 

 

 

*** 
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